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CSDF UNIT - 4 (Evidence Collection and Data Seizure) — END-SEM PYQ Answers

> MAY /JUN 2023

Q3) a) Discuss the various legal aspects of collecting and storing digital evidence. [9 Marks]

Digital evidence plays a crucial role in cybercrime investigations and legal proceedings.
However, it must be collected, handled, and stored according to legal standards to maintain its
authenticity and admissibility in court.

Failure to follow proper legal procedures may lead to evidence being rejected during trial.

1. Legal Aspects of Collecting and Storing Digital Evidence

(i) Adherence to the Law and Jurisdiction

Investigators must ensure that evidence collection complies with national cyber laws, such
as the Information Technology Act, 2000 (India).

Search and seizure operations require legal authorization or a court-issued warrant.

Evidence collected without jurisdictional permission can be deemed invalid.

(ii) Chain of Custody

A documented record must be maintained of every person who handles the evidence.

It ensures that evidence is authentic, untampered, and traceable from the crime scene to
the courtroom.

Every transfer, analysis, and storage step must be logged.

(iii) Integrity and Authenticity

Digital evidence must remain unaltered and original during handling.
Investigators use hashing algorithms (MD5, SHA-1) to verify integrity.

Any modification may lead to legal inadmissibility of the evidence.

(iv) Privacy and Confidentiality

During forensic investigation, personal or sensitive data may be accessed.
Investigators must respect privacy rights and handle such information with discretion.

Unauthorized disclosure of private data violates both ethical and legal norms.

(v) Proper Documentation

Detailed investigation logs, photographs, and metadata records are mandatory.
Documentation ensures that the process can withstand cross-examination in court.

Reports must clearly state who collected, analyzed, and stored the data.
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(vi) Secure Storage and Preservation
e Collected evidence must be stored in a controlled, access-restricted environment.
e Regular verification ensures that data corruption or tampering does not occur.
e Digital copies (backups) must also be verified and preserved.

(vii) Legal Admissibility

e For evidence to be accepted in court, it must meet standards of relevance, authenticity,
reliability, and integrity.

e The investigator must be able to prove the evidential process followed, ensuring compliance
with legal frameworks.

The legal aspects of digital evidence collection and storage ensure that the evidence remains
credible and acceptable in a court of law.

b) What are different computer evidence processing steps? [9 Marks]

Computer evidence processing involves a systematic series of steps to collect, preserve, examine,
and present digital evidence.

These steps ensure that digital data is handled in a legally valid, authentic, and tamper-free manner,
maintaining its integrity throughout the investigation.

1. Computer Evidence Processing Steps
(i) Identification

e The first step involves recognizing potential sources of digital evidence such as computers,
hard drives, emails, mobile devices, and network logs.

e Investigators determine where the evidence is located and what tools or permissions are
needed.

e Helps in planning the collection process accurately.
(ii) Preservation
e Once identified, the evidence is secured to prevent modification, deletion, or corruption.
e Techniques such as write blockers and disk imaging are used to safeguard original data.
e This step ensures evidence integrity for future analysis and legal proceedings.
(iii) Collection
e Physical and digital evidence is collected using approved forensic methods.
e Eachitemis labeled, documented, and sealed to maintain the chain of custody.

e The collection must be legally authorized (through warrants or permissions).
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(iv) Examination

e The collected data is thoroughly scanned for relevant information using forensic tools (FTK,
EnCase, Sleuth Kit).

e Investigators extract deleted files, hidden partitions, or encrypted data.
¢ Non-relevant information is filtered to focus only on evidence related to the case.
(v) Analysis
e Detailed analysis is conducted to interpret digital artifacts and reconstruct events.
e Investigators correlate timestamps, file histories, logs, and user activities.
e The goal is to determine how the incident occurred and identify responsible individuals.
(vi) Documentation
e Every forensic step — from identification to analysis — is thoroughly documented.
e Reports include details such as tools used, data sources, findings, and validation techniques.
e Proper documentation supports transparency and legal admissibility.
(vii) Presentation
e The final findings are compiled into a comprehensive forensic report.
e Investigators may be called to testify as expert witnesses in court.

e Reports must be clear, concise, and understandable to non-technical stakeholders such as
judges or lawyers.

The computer evidence processing steps form the core framework of digital forensics, ensuring
systematic handling of electronic data.

Q4) a) What is chain of custody? How can we control the contamination of digital evidence? [9
Marks]

In computer forensics, maintaining the chain of custody is essential to ensure that digital evidence
remains authentic, reliable, and legally admissible.

It tracks how evidence is collected, handled, transferred, and stored from the crime scene to the
courtroom, while contamination control ensures the data remains unaltered and credible.

1. Chain of Custody

e The chain of custody refers to the chronological documentation of the evidence’s handling
— who collected it, when, where, and how it was transferred or analyzed.

e It serves as proof that the evidence presented in court is the same as originally collected.

2. Steps in Maintaining Chain of Custody
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(i) Evidence Identification and Labeling

e Each evidence item is assigned a unique ID, properly labeled with date, time, location, and
investigator’s name.

e Labels ensure easy tracking throughout the investigation process.
(ii)) Documentation and Logging

¢ A chain of custody form records every detail about handling — including who accessed it,
purpose, and duration.

e Every transfer or examination is logged and verified.
(iii) Secure Storage

e Evidence is kept in sealed, tamper-evident containers.

e Storage locations are access-controlled and monitored to prevent unauthorized access.
(iv) Verification of Integrity

e Hash values (e.g., MD5, SHA-1) are used to confirm that evidence has not been modified.

e Re-verification is performed after every handling or transfer.

3. Controlling Contamination of Digital Evidence
(i) Use of Write Blockers

e Write blockers prevent any unintended modification to storage devices during data
acquisition.

e Ensures that no new data is written to the source drive.

(ii) Forensic Imaging
e Instead of working on original media, investigators use forensic copies (images).
e The original evidence remains untouched and preserved.

(iii) Controlled Environment

e Evidence must be handled in a secure, isolated forensic lab to prevent malware infection or
external interference.

e Only authorized personnel should access the data.
(iv) Proper Handling Procedures
e Avoid direct booting of suspect systems.
e Use anti-static bags, gloves, and evidence tags to maintain physical and digital integrity.

e Follow standard operating procedures (SOPs) for every forensic task.
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b) What are various methods of collecting digital evidence? Enlist the various digital collection
steps. [9 Marks]

Digital evidence collection is a critical phase of computer forensics that involves gathering electronic
data in a systematic, legal, and tamper-proof manner.

The process ensures that the evidence remains authentic, verifiable, and admissible in court while
maintaining its original state.

1. Methods of Collecting Digital Evidence
(i) Live Collection Method
e Used when the system is powered on and running.

e Helps gather volatile data like RAM contents, active network connections, running processes,
and system logs.

e Must be done carefully to avoid altering system data.
e Tools such as FTK Imager Live and Volatility Framework are used.
(ii) Static (Offline) Collection Method
e Performed when the system is powered off to prevent changes to evidence.
e Investigators use write blockers to create exact bit-by-bit copies of storage media.
e Ensures data preservation without affecting original evidence.
e Commonly used tools: EnCase, The Sleuth Kit, X-Ways Forensics.
(iii) Remote Collection

e Evidence is collected over a secure network connection, often used in enterprise or cloud
environments.

e Helps in cases involving distributed systems or remote servers.
e Requires strong authentication and encryption to maintain data integrity.
(iv) Manual Collection
e Involves physically removing devices such as hard drives, USBs, CDs, and mobile phones.
e Devices are labeled, sealed, and documented following chain of custody procedures.

e This is essential in onsite seizure operations.

2. Digital Evidence Collection Steps
(i) Preparation
e Investigators prepare necessary tools, software, and legal authorization before collection.

e Define scope of investigation and safety measures.
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(ii) Identification

e Identify potential sources of evidence like computers, smartphones, routers, or cloud
storage.

e Note device type, configuration, and condition at the scene.
(iii) Preservation
e Use write blockers and secure containers to prevent alteration.
e Take photographs and document the system’s current state.
(iv) Collection
e Extract data using forensic tools or imaging techniques.
e Maintain proper labeling, timestamps, and evidence forms.
(v) Verification
e Calculate and record hash values (MD5/SHA) to confirm data integrity.
e Verify that forensic copies match the original evidence exactly.
(vi) Documentation
e Record every activity performed during collection, including tool versions and user actions.

¢ Maintain chain of custody for legal admissibility.

» MAY /JUN 2024

Q3) a) What are various options available for collecting digital evidences? Explain in detail. [8
Marks]

= Done
b) Explain the essential steps in processing digital evidence from the crime scene. [9 Marks]

Processing digital evidence from a crime scene involves a structured procedure to ensure the data
remains authentic, reliable, and admissible in court. The following are the essential steps:

1. Identification
¢ Detect and recognize potential sources of digital evidence (computers, mobile phones,
USBs, servers).
¢ Determine what type of data may be useful — emails, logs, documents, or deleted files.
 Helps define the scope of the forensic investigation.

2. Preservation
¢ Secure the scene to prevent alteration, tampering, or destruction of digital evidence.
¢ Use write-blockers and disconnect devices from networks to stop remote access.
e Maintain the chain of custody documentation.
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3. Collection
e Acquire data systematically using forensically sound methods.
» Perform bit-by-bit imaging of storage devices and collect volatile data (RAM, cache) if
required.
¢ Record time, date, and tools used for each collection.

4. Examination
¢ Analyze collected data using forensic tools to uncover hidden, deleted, or encrypted files.
e Extract metadata, logs, and system traces that can indicate user activity.
¢ Organize relevant data for analysis.

5. Analysis
¢ Interpret examined data to reconstruct events and identify responsible individuals.
e Correlate timelines, logs, and communications to understand the crime pattern.
* Generate findings that support legal conclusions.

6. Documentation and Reporting
* Prepare detailed reports with evidence logs, screenshots, and tool outputs.
e Clearly explain how evidence was collected and analyzed.
® Reports must be clear, reproducible, and legally admissible.

By following these steps — identification, preservation, collection, examination, analysis, and
reporting — forensic investigators ensure that digital evidence remains authentic, traceable, and
valid for legal proceedings.

Q4) a) What is volatile evidence in the context of computer forensics, and why is it important to
collect it quickly? [8 Marks]

Volatile evidence refers to digital data that exists temporarily in a system and is lost once the device
is powered off or restarted. It resides mainly in RAM, cache memory, CPU registers, and system
processes.

Since this evidence disappears quickly, it must be collected immediately during an investigation
before shutdown or alteration.

Importance of Collecting Volatile Evidence Quickly:

1. Temporary Nature of Data
* \/olatile evidence such as active network connections, running processes, and system
memory data can vanish instantly.
e Power failure or shutdown wipes this information permanently.
e Early collection ensures vital information is not lost.

2. Reconstruction of Events
e Capturing volatile data helps reconstruct what was happening in the system at a specific
time.
e It includes user logins, open applications, encryption keys, and recent commands.
e Such information helps establish the suspect’s recent activity.
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3. Detection of Live Threats
¢ Active malware, rootkits, or unauthorized sessions often reside only in volatile memory.
¢ By collecting it quickly, investigators can detect live threats and attack traces.
e |t allows identification of in-memory-only malicious programs.

4. Legal and Evidentiary Value
e Courts accept volatile evidence if it is collected promptly and with proper tools.
¢ Delays in capturing may lead to contamination or data loss, weakening the case.
* Fast action ensures the evidence remains authentic and reliable.

5. Tools Used for Collection
e Common tools: FTK Imager, Volatility Framework, Dumplt, and Belkasoft RAM Capturer.
¢ These tools create memory dumps for later detailed forensic analysis.

Volatile evidence provides critical insight into the system’s live state during or after a cyber incident.
Since it disappears rapidly, quick and proper acquisition using trusted forensic tools is essential to
preserve valuable data for investigation and legal proceedings.

b) What are the typical steps involve in the collection of digital evidence?[9]

The collection of digital evidence is a critical process in computer forensics to ensure that the
evidence is preserved, protected, and admissible in court. The steps are as follows:

1. Identification of Evidence:

o Determine the sources of digital evidence relevant to the case, such as computers,
mobile devices, storage media, network logs, cloud storage, or emails.

o ldentify both volatile (RAM, network connections) and non-volatile (hard drives, USB
drives) data.

o This step ensures that no relevant evidence is overlooked and is properly
documented.

2. Preservation of Evidence:
o Protect the identified evidence from alteration, deletion, or damage.
o Create a secure environment to prevent tampering.

o Use write blockers when accessing storage devices to prevent accidental
modification.

o Maintain a proper chain of custody to track who handles the evidence and when.
3. Collection/Acquisition of Evidence:

o Acquire the digital evidence in a forensically sound manner.

o Make exact copies or images of the storage media using specialized forensic tools.

o Collect volatile data (like RAM contents) first, as it disappears when the device is
powered off.
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o Label and document all collected evidence properly, including time, date, and
circumstances of collection.

4. Transportation and Storage:
o Securely transport the evidence to a forensic lab or designated safe storage.
o Store evidence in tamper-proof bags or containers.

o Ensure environmental conditions (temperature, humidity) do not damage the
evidence.

5. Documentation and Reporting:
o Maintain detailed records of all steps taken during collection.

o Include information about the devices, personnel involved, tools used, and methods
applied.

o Proper documentation ensures that the evidence is admissible in court and can be
verified independently.

6. Analysis Preparation (Optional Step for Later Use):

o Prepare the collected evidence for forensic analysis by ensuring integrity through
hash verification.

o Record hash values before and after acquisition to prove that evidence has not been
altered.

Key Points:
e Always follow legal procedures to maintain admissibility in court.
e Volatile data must be collected first.

e Chain of custody is essential throughout the process.

> MAY /JUN 2025

Q3) a) What are some common obstacles faced when collecting digital evidence. Explain in detail.
(8]

The collection of digital evidence is often challenging due to the nature of digital devices, data, and
legal considerations. The common obstacles include:

1. Volatility of Data:

o Some digital evidence, such as data in RAM, network connections, and running
processes, is volatile and can be lost if the system is powered off.

o Delay in collection can lead to permanent loss of critical evidence.
2. Encryption and Password Protection:

o Many devices and files are protected with strong encryption or passwords.
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o Accessing encrypted data without proper authorization or keys is difficult and may
require specialized tools or legal procedures.

3. Anti-Forensic Techniques:

o Malicious users may intentionally delete files, overwrite data, or use secure deletion
tools to prevent evidence recovery.

o Techniques like steganography (hiding data within files) or file obfuscation further
complicate collection.

4. Large Volumes of Data:

o Modern devices store huge amounts of data across multiple platforms (computers,
smartphones, cloud).

o Identifying and collecting relevant evidence without missing critical information is
time-consuming.

5. Remote and Cloud Storage:

o Data stored on cloud services may be located in different geographic regions with
varying legal jurisdictions.

o Collecting such data requires legal permissions and coordination with service
providers.

6. Legal and Privacy Issues:
o Unauthorized access to personal or private data may violate laws.

o Investigators must follow strict legal procedures to ensure the evidence is admissible
in court.

7. Hardware or Software Failures:

o Damaged storage media, corrupted files, or incompatible file systems can prevent
proper evidence extraction.

o Specialized forensic tools are often needed to recover evidence from faulty devices.
8. Chain of Custody Challenges:
o Maintaining a proper record of who handled the evidence, when, and how is critical.

o Any lapse can lead to questions about the integrity and admissibility of the evidence
in legal proceedings.

Collecting digital evidence is challenging due to the ephemeral nature of data, encryption, anti-
forensic measures, legal constraints, and technical issues. Investigators must carefully plan and
follow forensic procedures to overcome these obstacles and ensure evidence integrity.
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b) What method & techniques are commonly used to verify & authenticate computer images?
Explain any two?[9]

In computer forensics, a computer image refers to an exact copy or clone of digital storage (like hard
drives, USBs) taken for investigation. To ensure the integrity and authenticity of these images,
investigators use verification and authentication methods. Common methods include:

1. Hashing Technique:

Description:

Hashing is the most widely used method to verify the integrity of a computer image. A hash
is a unique fixed-length value generated from the data using cryptographic algorithms like
MD5, SHA-1, or SHA-256.

How it works:

1. Generate a hash value of the original digital media before imaging.

2. Create a forensic image (exact copy) of the media.

3. Generate a hash value of the image.

4. Compare both hash values. If they match, the image is authentic and unchanged.
Advantages:

o Detects even a single bit change.

o Ensures the integrity of evidence for legal admissibility.

Example:
If the original drive’s MD5 hash is d41d8cd98f00b204e9800998ecf8427¢, and the image’s
hash is identical, the image is verified as authentic.

2. Digital Signatures:

Description:

A digital signature is a cryptographic method used to authenticate the source and integrity
of digital evidence. It ensures that the evidence has not been tampered with and confirms its
origin.

How it works:
1. Apply a digital signature algorithm to the original data or image using a private key.
2. Anyone with the corresponding public key can verify the signature.

3. If the signature verification succeeds, the image is authenticated and considered
admissible.

Advantages:
o Provides both integrity verification and source authentication.

o Prevents forgery or tampering of forensic images.
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Other Common Methods (Briefly):
e Checksums: Simple sums of file content used for integrity checks.
e Bit-by-Bit Comparison: Comparing each bit of the image with the original media.

Q4) a) Describe the general procedure for collecting and archiving digital evidence in computer
forensics? [9]

The collection and archiving of digital evidence in computer forensics is a systematic process to
ensure integrity, authenticity, and legal admissibility of the evidence. The general procedure
includes the following steps:

1. Identification of Evidence:

e Determine the potential sources of digital evidence, such as computers, mobile devices,
external drives, servers, network logs, cloud storage, or emails.

e Identify both volatile data (RAM, active network sessions) and non-volatile data (hard
drives, USB drives).

e Proper identification ensures all relevant evidence is recognized and preserved.

2. Preservation of Evidence:

e Protect evidence from alteration, deletion, or damage.

e Use write-blockers while accessing storage devices to prevent accidental modification.

e Maintain a proper chain of custody, documenting who handles the evidence, when, and
why.

e Volatile data should be captured first because it disappears when the device is powered off.

3. Collection/Acquisition of Evidence:

e Acquire digital evidence in a forensically sound manner using specialized tools.

e Create bit-by-bit images (exact copies) of storage media.

e Label and document all collected evidence with details such as time, date, collector, and case
information.

e Collect all related peripherals (e.g., keyboards, external drives, network cables) if needed.

4. Verification and Authentication:

e Verify the integrity of collected evidence using hashing techniques (MD5, SHA-1, SHA-256).
e Compare hash values of original media and the image to ensure no alteration occurred.
e Authenticate evidence to confirm it is legitimate and admissible in court.

5. Transportation and Storage:

e Securely transport evidence to the forensic lab or designated storage area.
e Use tamper-proof bags or containers to prevent unauthorized access.
e Ensure environmental conditions (temperature, humidity) do not compromise the evidence.

6. Archiving Evidence:

e Store the evidence in a secure, organized manner for future reference or investigation.
e Maintain digital archives with metadata, hash values, and documentation for easy retrieval.
e Regularly monitor the integrity of archived evidence to prevent corruption or tampering.
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The general procedure ensures that digital evidence is collected, preserved, verified, and archived
in a legally sound and technically accurate manner. This systematic approach helps maintain
evidentiary integrity, authenticity, and admissibility in legal proceedings.

b) Explain duplication & Preservation of digital evidence?[8]
1. Duplication of Digital Evidence:

e Definition: Duplication is the process of creating an exact, bit-by-bit copy of digital media so that
the original evidence remains untouched.

e Purpose:

o To prevent any accidental modification or damage to the original evidence.

o To allow forensic analysis to be performed on the duplicate, preserving the original.
Methods:
A. Bit-by-Bit Copying (Forensic Imaging):

e Every bit of data from the storage device is copied exactly.
e Tools like FTK Imager, EnCase, or dd command in Linux are commonly used.

B. Cloning:

e Creates a functional replica of the original device.
e Useful for analysis or recovery without altering the original.
C. Verification:
e Hash values (MD5, SHA-1, SHA-256) are calculated for both original and duplicate.
e Matching hash values confirm that the duplicate is identical to the original.

2. Preservation of Digital Evidence:

e Definition: Preservation involves protecting digital evidence from alteration, corruption, or
loss throughout the investigation.

e Purpose:
o Ensures evidentiary integrity and maintains admissibility in court.
o Prevents tampering or accidental deletion during analysis or storage.
Techniques:
1. Write Blockers:

e Hardware or software devices that prevent any modification of storage media during
access.

2. Proper Handling and Storage:

e Store evidence in tamper-proof bags or containers.
e Maintain controlled environmental conditions (temperature, humidity).
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3. Chain of Custody:

e Document all handling of evidence, including who accessed it, when, and why.
e  C(ritical for legal proceedings.

4. Volatile Data Capture: Capture RAM, running processes, and network connections before
powering off the system.

> NOV / DEC2023
Q3) a) What is the primary purpose of collecting evidence in digital forensics? Explain in detail. [9]
Purpose of Collecting Digital Evidence:

The primary purpose of collecting evidence in digital forensics is to identify, preserve, and provide
reliable information from digital devices that can be used in investigations or legal proceedings. The
detailed objectives are:

1. Preservation of Integrity:
o Ensure that digital evidence is not altered, damaged, or deleted during collection.
o Maintain original evidence in its unaltered form to be admissible in court.

2. Support Legal Proceedings:
o Provide evidence that is legally valid, authentic, and acceptable in courts of law.

o Maintain chain of custody to demonstrate how evidence was handled from
collection to presentation.

3. Facilitate Investigation:

o Help forensic investigators analyze digital evidence to detect, reconstruct, and
understand cybercrimes.

o Assist in identifying perpetrators, methods used, and the scope of incidents.
4. Enable Accurate Analysis:

o Allow forensic examiners to perform analysis on exact copies (duplicates) without
affecting the original evidence.

o Ensures reliability and reproducibility of forensic findings.
5. Prevent Evidence Loss:

o Capture both volatile and non-volatile data before it is lost, deleted, or tampered
with.

o Thisis particularly important for RAM, running processes, and network
connections.

b) What are the typical steps involved in the collection of digital evidences? [8]
- Done
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Q4) a) Explain the different types of digital evidence that can be collected in computer forensics?

(8]
Digital evidence can be classified based on its source, nature, and form:
1. Computer-based Evidence:
o Stored on computers or servers.
o Examples: documents, emails, databases, logs, files.
2. Network-based Evidence:
o Data transmitted over networks.
o Examples: network logs, packets, firewall logs, router logs.
3. Mobile Device Evidence:
o Evidence from smartphones, tablets.
o Examples: SMS, call logs, location data, app data.
4. Storage Media Evidence:
o External drives, USBs, CDs, DVDs.
o Examples: archived backups, portable storage.
5. Volatile Evidence:
o Temporary data that disappears when the system is powered off.
o Examples: RAM contents, running processes, network sessions.
6. Cloud-based Evidence:
o Stored on remote servers or cloud services.
o Examples: emails, cloud storage files, application logs.
7. Multimedia Evidence:

o Audio, video, images, screenshots that can provide contextual information.

b) What method & techniques are commonly used to verify & authenticate computer images.
explain any two in detail? [9]
-> Done

> NOV / DEC 2024

Q3) a) What are the typical steps involved in the collection of digital evidence?[9]

- Done
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b) What are the different approaches for validating forensic data? [9 Marks]

Validation in computer forensics is the process of confirming that the tools, techniques, and data
used during investigation produce accurate, consistent, and reliable results. It ensures that the digital
evidence presented in court is authentic and scientifically verifiable.

Different Approaches for Validating Forensic Data:

1. Using Hash Functions (Integrity Checking)
*  Cryptographic hash algorithms like MD5, SHA-1, or SHA-256 are used to verify data integrity.
* Aunique hash is generated for original evidence and its forensic copy.

* If both hash values match, it confirms that no alteration or tampering occurred during
analysis.

* Hashing is a standard validation technique accepted by courts.
2. Cross-Validation Using Multiple Tools

* The same evidence is analyzed using different forensic tools (e.g., EnCase, FTK, Autopsy).

If all tools produce the same findings, the results are validated.
* This reduces tool-specific errors and ensures reliability.
* Helps verify that the investigation results are not tool-dependent.
3. Peer Review and Repeatability Testing
* Another qualified investigator re-performs the analysis using the same data and tools.
* Results are compared to check for consistency.
* This peer review strengthens the credibility of findings.
* |t demonstrates that the process is reproducible under similar conditions.
4. Verification through Known Data Sets
* Investigators test forensic tools and methods on pre-verified or simulated data sets.
* If the tool identifies artifacts correctly, it confirms its accuracy.
* This method is useful during tool testing or software validation.
* Known data sets help establish baseline performance standards.
5. Validation of Time Stamps and Metadata

* Metadata (timestamps, file properties, logs) are cross-checked with system logs or external
sources.

* Ensures that timeline analysis and user actions are genuine and not manipulated.

* Critical in cases involving file creation or deletion time disputes.
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Q4) a) Why collect evidence? Collection options in digital evidence. Chain of custody. Explain in
details? [9]

Collecting digital evidence is a crucial step in computer forensics aimed at securing and preserving
electronic data that can be presented in a court of law. The goal is to ensure that no data is altered,
destroyed, or lost during the investigation process.

1. Why Collect Digital Evidence?
(i) Establishing the Facts of a Case
* Digital evidence helps reconstruct what happened, when, and by whom.
* |t provides proof of activities like file access, email communication, or unauthorized login.
* Thisis vital in cybercrimes, frauds, or insider threat cases.
(ii) Supporting Legal Proceedings
*  Courts require verifiable digital records to prove guilt or innocence.
* Properly collected evidence maintains legal admissibility.
* Chain of custody records prove that evidence has not been tampered with.
(iii) Preventing Data Loss or Tampering
* Immediate collection ensures volatile data (RAM, network connections) is preserved.
* Helps avoid corruption, deletion, or overwriting of data.
* Maintains the authenticity and reliability of digital information.
(iv) Aiding Incident Response and Recovery
* Enables organizations to identify security breaches and prevent future attacks.
* Collected logs and traces assist in understanding how the attack occurred.
* Important for business continuity and forensic readiness.
2. Collection Options in Digital Evidence:
(i) Live Acquisition

e Performed on a running system to capture volatile data such as RAM, processes, open
connections, or system uptime.

* Tools: FTK Imager, Belkasoft RAM Capturer.
* Used when immediate shutdown may cause data loss.
(ii) Static Acquisition
* Performed after the system is powered off.
* A bit-by-bit image (exact replica) of the entire storage device is created.

* Ensures all data — including deleted files and hidden partitions — are preserved.
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(iii) Remote Acquisition
* Evidence is collected over a network from remote systems or cloud storage.
* Enables investigators to acquire data without physically accessing the device.
* Useful in enterprise environments or cloud investigations.

(iv) Logical Acquisition
*  Only selected files or folders of interest are copied instead of the entire drive.
*  Faster but less comprehensive than bit-level imaging.

* Typically used when storage space or time is limited.

b) Explain the legal aspects of collecting and storing digital evidence. [9 Marks]

- Done

» Additional questions from Nov/Dec 2022:

Q1) a) What are evidences? What are the simple reasons to collect evidences? What are different
options for collecting evidences? [9]

1. Evidences in Computer Forensics:

* Evidences refer to digital data recovered from computers, networks, or storage devices that
can establish facts in cyber crime investigations, such as logs, files, or network traffic.

* They must follow the rules of evidence: acceptable, believable, complete (including
exculpatory evidence), reliable, and understandable to non-experts like juries.

2. Simple Reasons to Collect Evidences:

* Future Prevention: Collecting evidence helps analyze attacks to prevent recurrence, avoiding
repeated recovery costs and reputational damage.

* Responsibility: Victims must gather proof to hold attackers accountable legally and share
insights to protect the community from similar threats.

3. Different Options for Collecting Evidences:

* Disconnect and Collect: Pull the system offline immediately, then capture volatile data (e.g.,
RAM, running processes) followed by persistent data (e.g., hard drives) using bit-stream
imaging tools to preserve originals.

* Monitor Intruder: Leave the system online to observe attacker behavior via logging or
network monitoring, risking evidence destruction or liability if attacks continue from your
network.

* Freezing the Scene: Create forensic duplicates (e.g., via write-blockers and hashing like MD5)
without altering originals, prioritizing order of volatility (volatile first: network state, then
disks).

* Honeypotting/Sandboxing: Deploy decoy systems to lure attackers for monitoring,
complementing frozen evidence collection.
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Q1) b) What is chain of custody? Explain the process of chain of custody. [9]

1. Chain of Custody:

Chain of custody refers to the documented process tracking possession, control, transfer,
handling, and analysis of digital evidence from collection at the crime scene to court
presentation, ensuring its integrity and preventing tampering or contamination.

Also known as forensic link or paper trail, it creates a chronological record of who handled
the evidence, when, where, and why, making it admissible in legal proceedings by proving it
remains unaltered and linked to the original incident.

2. Process of Chain of Custody:

Identification and Documentation: Label evidence with unique identifiers (e.g., case number,
description, serial numbers, hashes like MD5/SHA-1), record initial discovery details including
location, time, collector's name, and condition using a chain of custody form.

Secure Collection and Packaging: Use write-blockers for disks, seize devices without
alteration, package in tamper-evident bags with seals, and compute cryptographic hashes to
verify originality before transport to secure storage.

Transfer and Access Logging: Document every handoff with receiver's signature, date/time,
location, and purpose; maintain continuous control in locked facilities, limiting access to
authorized personnel only.

Analysis and Examination: During forensic analysis, log tools/methods used, generate new
hashes for copies, retain originals untouched, and update the form for each step including
examiners' details.

Storage and Disposition: Store in evidence lockers with environmental controls; at case end,
document release, destruction, or return with final signatures to close the chain.

Court Presentation: Present the complete form as testimony, allowing cross-examination to
confirm no breaks occurred, ensuring evidence reliability for judicial acceptance.

Note: Please check and verify all answers once before referring.
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